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I. GIOI THIEU VE IPTABLES:

IL.

Bao mat mang 12 mot van dé quan trong hang dau déi viéc 1ap mot website , cling
nhu nhiéu dich vu khéc trén mang . Mot trong nhitng cach bdo vé 1a st dung
firewall . bai viét nay s& cho thay lam sao dé chuyén mét Linux server thanh :

o Mot firewall déng thot cho mail server , web server , DNS server.

e Mot thiét bi din dudng ( router ) s& ding NAT va chuyén tiép cong ( port
forwarding ) dé vira bao v¢ hé théng mang cua ban , vira cho phép mot web server
cong khai chia s¢ dia chi IP firewall .

Mot trong nhirng firewall thong dung nhat chay trén Linux 12 iptables . Ta s& xem
qua mt s6 chirc nang cua iptables :

e Tich hop tbt véi Linux kernel , dé cai thién su tin cdy va toc do chay iptables .
® Quan sat ky tat ca cdc g6i dit liéu . Piéu nay cho phép firewall theo ddi mdi mot
két ndi thong qua né , va di nhién la xem xét ndi dung cua tung ludng dir lidu dé tir
d6 tién liéu hanh dong ké tiép cua céc giao thirc . Didu nay rit quan trong trong
viéc hd trg cdc giao thuc FTP , DNS ....

e Loc géi dya trén dia chi MAC va cic co trong TCP header. Diéu nay gitp ngin
chdn viéc tin cong bang céch sir dung cdc géi di dang (malformed packets) va ngin
chdn viéc truy cp tir ndi bd dén mot mang khac bét chap IP ctia nd.

e Ghi chép hé thong (System logging) cho phép viéc diéu chinh mirc d6 ctia béo
cdo

e HJ tro viée tinh hop cdc chuong trinh Web proxy chiang nhu Squid .

e Ngan chan cic kiéu tin cong tur chdi dich vu.

SU DUNG IPTABLES

1. Khoi dong iptables :

Cau I¢nh start, stop, va restart iptables .

[root@bigboy tmpl# service iptables start
[root@bigboy tmpl# service iptables stop
[root@bigboy tmpl# service iptables restart

Dé khoi dong iptables mdi khi khoi dong may .
[root@bigboy tmpl# chkconfig iptables on

Dé xem tinh trang cua iptables
[root@bigboy tmp]# service iptables status

2. Xw ly goi trong iptables:

Tét ca moi goi dur liéu déu dugc kiém tra boi iptables bang cich ding cic bang

tuan ty xdy dung sin (queues ) . C6 3 loai bang nay gom :
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_ Mangle : chiu trach nhiém thay d6i cdc bits chat lugng dich vu trong TCP header
nhu TOS (type of service), TTL (time to live), va MARK.
_ Filter : chiu trach nhiém loc g6i dit liéu . N6 gdm c6 3 quy tic nho (chain) dé
gitip ban thiét 1ap cdc nguyén tic loc g6i , gom :
e Forward chain: loc g6i khi di dén dén céc server khéc .
¢ Input chain: loc géi khi di vao trong server .

¢ Qutput chain: lgc géi khi ra khéi server .

_NAT : gém c6 2 loai :
e Pre-routing chain: thay doi dia chi dén ctua géi dir liéu khi can thiét.
e Post-routing chain: thay doi dia chi nguon cua goéi dit 1iéu khi can thiét .

Bdng 1 : Cdc loai queues va chain cung chirc nang cuia né.

Loai

queues

Chirc nang
queues

Quy tic xir Iy géi

(chain)

Chirc nang cia chain

Filter Loc go6i FORWARD Loc goi dir liéu di dén cac server khac
két ndi trén cac NIC khic cia firewall
INPUT Loc g6i di dén firewall
OUTPUT Loc gbi di ra khoi firewall
NAT Network PREROUTING Viéc thay doi dia chi dién ra trudc khi
Address dan duong. Thay doi dia chi dich s&
Translation gitp gobi dit liéu phu hgp voi bang chi
( Bién dich dia duong cua firewall. St dung
chi mang ) destination NAT or DNAT.
POSTROUTING | Viéc thay d6i dia chi dién ra sau khi
dan duong .
Str dung source NAT, or SNAT.
OUTPUT NAT st dung cho céc goi di liéu xuat
phat tir firewall . Hiém khi diing trong
mobi truong SOHO ( small office -
home office) .
Mangle | Chinh sita TCP | PREROUTING | Diéu chinh céc bit quy dich chét lugng
header . POSTROUTING | dich vy truéc khi dan duong .
OUTPUT Hiém khi dung trong méi truong
INPUT SOHO ( small office - home office) .
FORWARD

D¢ cai nhin tong quat doi vaéi viée loc va xir ly gdi trong iptables , ta xem hinh sau :




Metwork

! |

PREROUTING —>  (Routngg —> FORWARD —»POSTROUTING

Mangle, (DINAT Mangle, Filter Mangle, (S)NAT
W
INPUT {Routing)
Filter, Mangle
i
OUTPUT
Mangle, NAT, Fillsr

W T

Local system

Ta cung xem qua 1 vi du mé ta duong di cua géi di licu .



POSTROUTING Chain

A

filter Table

Packet In

nat Table mangle Table
POSTROUTING Chain PREROUTING Chain
mangle Table nat Table

PREROUTING Chain

v

OUTPUT Chain Rouling
Data for
Yes the firewall? o
nat Table mangle Table mangle Table
QUTPUT Chain INPUT Chain FORWARD Chain
mangle Tabla filtor Table
OUTPUT Chain FORWARD Chain
Routin mangle Tabla
ol POSTROUTING Chain
Fireewall Reply nat Table
POSTROUTING Chain
Y
Local Procossing filter Table Packet Out
of Data €  NPUT Chain .

Pau tién, géi dir liéu dén mang A , tiép d6 né dugc kiém tra boi mangle table
PREROUTING chain (néu can).Tiép theo 1a kiém tra géi dir liéu boi nat table's
PREROUTING chain dé kiém tra xem géi dir liéu c6 can DNAT hay khong? DNAT
s& thay d6i dia chi dich cua g6i dit liéu . Rdi géi dit lidu duoc dan di .

Néu g61 dir liéu di vao mot mang dugc bao v¢, thi né s€ dugc loc bé6i FORWARD
chain cua filter table, va néu can g6i dir liéu s& dugc SNAT trong POSTROUTING
chain dé thay d6i IP ngudn truéc khi vao mang B.
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Néu géi dit liéu dugc dinh huéng di vao trong bén trong firewall , né s& duoc kiém
tra boi INPUT chain trong mangle table, va néu géi dir liéu qua duogc cdc kiém tra cia
INPUT chain trong filter table, né s€ vao trong cic chuong trinh cta server bén trong
firewall .

Khi firewall can gdi dir liéu ra ngoai . G6i dit liéu s& dugc dan va di qua su kiém
tra cia OUTPUT chain trong mangle table( néu can ), tiép d6 1a kiém tra trong
OUTPUT chain cta nat table d& xem DNAT (DNAT s& thay ddi dja chi dén) c6 can
hay khong va OUTPUT chain cua filter table s& kiém tra géi dit liéu nham phat hién
cdc g6i dit liéu khong dugc phép goi di. Cudi cling trude khi géi dir liéu duoc du ra lai
Internet, SNAT and QoS s¢€ duoc kiém tra trong POSTROUTING chain .

3. Targets

Targets 12 hanh dong sé& dién ra khi mot géi dir liéu dugc kiém tra va phit hgp véi mot yéu
cau nao d6. Khi mot target da dugc nhan dang , géi dit li€u can nhay ( jump ) dé thuc hién céac
xur ly tiép theo . Bang sau li¢t ké céc targets ma iptables stir dung .

Bang 2 : Miéu ta céac target ma iptables thwong dung nhit .

Targets Y nghia Tuy chon
ACCEPT iptables ngung xu ly
g6i dir liéu d6 va chuyén
tiép n6 vao mot ung dung
cudi hodc hé diéu hanh dé
xuly .

DROP iptables ngung xu ly
g6i dir li€u do va goi dir licu
bi chan, loai boé.

LOG Thong tin cta gdi s€ dugc | --log-prefix "string"
dua vao syslog dé kiém tra .
Iptables ti€p tuc xur 1y g6i | iptables s& thém vao log
véi quy luét ke tiép . message mot chudi do
nguoi ding dinh san
Thong thuong 1a dé thong
bdo 1y do vi sao gbi bi bo .




REJECT

Tuong tg¢ nhu DROP |,
nhung né s€ gbi tra lai cho
phia ngudi goi mdt thong
béo 15i rang g6i dd bi chin
va loai bo .

--reject-with qualifier

Tham s qualifier s& cho
biét loai thong bdo goi tra
lai phia gdi . Qualifier gom
cac loai sau :

icmp-port-unreachable
(default)

icmp-net-unreachable
icmp-host-unreachable
icmp-proto-unreachable
icmp-net-prohibited

icmp-host-prohibited

tcp-reset
echo-reply

DNAT Dung dé thuc hién | --to-destination ipaddress
Destination network
address translation , dia | Iptables s¢& viét lai dia chi
chi dich cua géi dit liu s€ | ipaddress vao dia chi dich
duoc viét lai . ctia g6i dir liéu .

SNAT Dung dé thyc hién Source | --to-source <address>|[-
network address | <address>][:<port>-
translation , viét lai dia chi | <porr>]
ngudn cua géi dir liéu .

Miéu ta IP va port s€ dugc
viét lai boi iptables .

MASQUERADE Dung dé¢ thuc hién Source | [--to-ports <port>[-

Networkaddress <port>]]

Translation.Mac dinh thi
dia chi IP nguodn s& giong
nhu IP nguon cua firewall .

Ghi 0 tadm cac port nguon
ma port nguon goéc cd thé
anh xa duoc.

4. Cdc tham sé chuyén mach quan trong ciia Iptables:

Céc tham s sau s& cho phép Iptables thuc hién cdc hanh dong sao cho phit hop véi

biéu @6 xir 1y g6i do nguoi sir dung hoach dinh sén .
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Bang 3 : Céc tham sé chuyén mach (switching) quan trong ciia Iptables .

Lénh switching quan trong

Néu ban khong chi dinh 16 12 tables nao ,
-t <table> thi filter table sé dugc ap dung. C6 ba loai

table 1a filter, nat, mangle.

Nhay dén mot chudi target nao d6 khi géi
-j <target> dir li€u phu hop quy luat hién tai .

Noi thém mot quy luat nao d6 vao cuodi
-A chudi ( chain ).

Xoba het tat cd moi quy luat trong bang da
-F chon .

Phi hop véi giao thurc ( protocols ) , thong
-p <protocol-type> thudng 1a icmp, tcp, udp, vaall
-s <ip-address> Phu hop IP ngudn
-d <ip-address> Phu hgp IP dich

Phii hop diéu kién INPUT khi géi dit liéu
-i <interface—-name> di vao firewall

Phu hgp diéu kién OUTPUT khi géi dir
-0 <interface-name> liéu di ra khoi firewall .

D¢ hiéu r6 hon vé cdc 1énh ta , ta cung xem mot vi du sau :

iptables -A INPUT -s 0/0 —-i ethO -d 192.168.1.1 -p TCP \
-3j ACCEPT

Iptables duogc cau hinh cho phép “firewall” chap nhan cdc goi dir liéu 6 giao tiép
(protocols) 1a TCP , dén tu giao ti€p card mang eth0 , ¢6 bat ky dia chi IP ngu6n la bat
ky di dén dia chi 192.168.1.1, 1a dia chi IP cua firewall. 0/0 nghia 1a bat ky dia chi IP
nao .

Bing 4 : Cac diéu kién TCP va UDP thong dung .

Lénh switching

biéu kién TCP port ngudn (source port ) .
-p tep --sport <port> C6 thé 1a mot gia tri hodc mot chudi cé
dang :
start-port-number:end-port-number
Diéu kién TCP port dich ( destination port )
-p tep --dport <port> C6 thé 1a mot gia tri hodc mot chudi cé
dang :

starting-port:ending-port
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Dung d€ nhan dang mét yéu cau két noi
-p tcp —syn TCP moi . . . .
! --syn , nghia la khdng c6 yéu can ket noi
moi .

biéu kién UDP port ngudn (source port ) .
-p udp --sport <port> C6 thé 1a mot gia tri hodc mot chudi c6
dang :
start-port-number:end-port-number
biéu kién TCP port dich ( destination port )
-p udp --dport <port> C6 thé 1a mot gia tri hodc mot chudi c6
dang :

starting-port:ending-port

Ta cung xem vi du sau :

iptables -A FORWARD -s 0/0 -i ethO -d 192.168.1.58 -o ethl -p TCP \
—--sport 1024:65535 --dport 80 -3j ACCEPT

Iptables duoc cau hinh cho phép firewall chap nhan céc géi dir liéu cé giao tiép
(protocols) la TCP , dén tir card mang ethO , c6 bat ky dia chi IP nguén 1a bat ky , di
dén dia chi 192.168.1.58 qua card mang ethl. S& port ngudn 1a tir 1024 dén 65535 va
port dich la 80 (www/http).

Bing 5 : Piéu kién ICMP

€ Miéu ta
——icmp-type <type> Thuong dung nhat 1a echo-reply va echo-
request

Ta cung xem md vi du sau vé ICMP .

iptables —-A OUTPUT -p icmp ——icmp-type echo-request -j ACCEPT
iptables —-A INPUT -p icmp ——icmp-type echo-reply -3j ACCEPT

Iptables duoc cau hinh cho phép firewall chap nhan goi ICMP echo-requests
(pings) va goi tra cac ICMP echo-replies.

Ta cung xem vi du khéic nhu sau :

iptables —-A INPUT -p icmp ——-icmp-type echo-request -m limit
\ -limit 1/s -i ethO -j ACCEPT

Iptables cho phép gidi han gid tri 16n nhit sé lugng céc géi phit hop trong mot gidy
. Ban ¢4 chi dinh thoi gian theo dinh dang /second, /minute, /hour, hodc /day . Hoac
sir dung dang viét tit 3/s thay vi 3/second . Trong vi du nay ICMP echo requests bi
gidi han khong nhiéu hon mot yéu can trong mot gidy . Dic dlem nay cua iptables
gitip ta loc bot céc Iuu lugng 16n , day chinh 1a déc tinh cta tan cong tir chdi dich vu (
DOS ) va sau Internet.

iptables -A INPUT -p tcp —-syn -m limit --limit 5/s -i \
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ethO -j ACCEPT

Ban c6 thé mé rong kha ning gidi han cua iptables dé giam thiéu kha nang bi tin
cong boi cdc loai tin cong tir chdi dich vu. Py 1a cich phong vé chdng lai kiéu tin
cong SYN flood bang céch han ché sy chip nhan cdc phan doan TCP c6 bit SYS
khong nhiéu hon 5 phan doan trong 1 gidy.

Bang 6 : Cac diéu kién mo rong thong dung

Lénh Y nghia

Nhiéu port nguon khic nhau cua
TCP/UDP dugc phan cich boi dau phay (,)
. Day Ia liét ké cua céc port chir khdong phai
12 mot chudi céc port.

-m multiport --sport <port, port>

Nhiéu port dich khac nhau cia TCP/UDP
duogc phan cdch boi dau phay (,) . Pay 1a
liét k& cua céc port chir khong phai la mot
chudi céc port.

-m multiport --dport <port, port>

Nhiéu port khac nhau cia TCP/UDP dugc
phan cach boi dau phay (,) . Py 1a liét ké
ctia c4c port chir khong phai 13 mot chudi
cac port. Khong phan biét port dich hay
port ngudn .

-m multiport --ports <port, port>

Cic trang thdi thong dung nhat duoc ding
la:

-m ——state <state>
ESTABLISHED:Goi dir li¢u la mot phan
cua két noi da dugc thiét 1ap boi ca 2
hudng .

NEW:G6i dit liéu 1a bat dau cua mot két
noi méi .

RELATED: Goi dir li¢u bét dau mot két
no6i phu . Thong thuong day la dat diém cua
cac giao thuc nhu FTP hoéc 161 ICMP .

INVALID: Géi dit liéu khong thé nhin
dang duoc . Diéu nay cé thé do viéc thiéu
tai nguyén hé thong hodc 16i ICMP khong
tring véi mot ludng dit liéu dé c6 san .

Day 1a phan mé rong tiép theo cia vi du trudc :

iptables —A FORWARD -s 0/0 —-i ethO -d 192.168.1.58 —o ethl —-p TCP \
——-sport 1024:65535 -m multiport --dport 80,443 -3j ACCEPT

iptables —A FORWARD -d 0/0 —-o ethO -s 192.168.1.58 —i ethl —-p TCP \
-m state --state ESTABLISHED -3j ACCEPT

Iptables duoc cau hinh cho phép firewall chép nhan cédc goi dir liéu co giao tiép
(protocols) la TCP , dén tur card mang ethO , c¢6 bat ky dia chi IP ngudn la bat ky , di
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dén dia chi 192.168.1.58 qua card mang ethl. S6 port ngudn 1a tir 1024 dén 65535 va
port dich 1a 80 (www/http) va 443 (https). Dén khi cdc géi dit liéu nhan tro lai tir
192.168.1.58, thay vi m¢ cdc port nguodn va dich , ban chi viéc cho phép dung két ndi
cii da thiét 1ap bang cch ding tham s6 -m state va --state ESTABLISHED.

5 Sw dung user defined chains:

Chudi User Defined Chains nam trong bang iptables. N6 gitip cho qu4 trinh sir 1y
g6i tot hon.

Vi du: Thay vi st dung g6i don duogc xdy dung trong chain cho tat ca giao thic, ta
c6 thé str dung chain nay dé quyét dinh loai giao thirc cho géi va sau d6 kiém soét viéc
xur 1y user-defined, protocol-specific chain trong bang filter table.

Mit khéc, ta c6 thé thay thé mot chudi “long chain” v&i chudi chinh “stubby main
chain” boi nhiéu chudi “stubby chain”, bang cdch chia ngan d6 tong chiéu dai cua tat
ca chain g6i phai thong qua.

= Sdu lénh sau giup viéc cdi tién toc do xu ly:

iptables —A INPUT -i ethO -d 206.229.110.2 -j \
fast-input—queue

iptables -A OUTPUT -o eth0 -s 206.229.110.2 -3 \
fast-output—queue

iptables -A fast-input-queue -p icmp -j icmp—queue-in

iptables -A fast-output—-queue -p icmp -j icmp-queue-out

iptables -A icmp-queue-out -p icmp —--icmp-type \
echo-request -m state —--state NEW -j ACCEPT

iptables -A icmp-queue-in -p icmp --icmp-type echo-reply\
-j ACCEPT

DANH SACH CAC LENH (QUEUE)

Chain Description

Dugc xay dung trong

INPUT INPUT chain trong bang
iptables
Dugc xay dung trong
OUTPUT ONPUT chain trong bang
iptables

Input chain tach riéng bi¢t
dé hd tro cho nhiing giao
Fast-input-queue  |thirc dic biét va chuyén cic
g6i dén nhitng protocol
specific chains.

Output chain tach riéng biét
dé hd tro cho nhiing giao
fast-output-queue  |thtrc ddc biét va chuyén céc
g6i dén nhiing protocol
specific chains.
icmp-queue-out Iénh output tach ri€ng cho
giao thirc ICMP
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icmp-queue-in Lénh input tach ri€ng cho
giao thirc ICMP

6 Luwu lai nhiilmg doan ma iptables:

Doan ma iptables duoc luu tam thoi ¢ file “/etc/sysconfig/iptables”
Binh dang mau trong file iptables cho phép giao thirc ICMP, IPSec (nhiing goi
ESP va AH), thiét 1ap lién keét, va quay lai SSH.

[root@bigboy tmpl# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.2.9 on Mon Nov 8 11:00:07 2004 *filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [144:12748]

:RH-Firewall-1-INPUT - [0:0]

-A INPUT -j RH-Firewall-1-INPUT

-A FORWARD -j RH-Firewall-1-INPUT

-A RH-Firewall-1-INPUT -i lo -j ACCEPT

-A RH-Firewall-1-INPUT -p icmp -m icmp --icmp-type 255 -j ACCEPT

-A RH-Firewall-1-INPUT -p esp -j ACCEPT

-A RH-Firewall-1-INPUT -p ah - ACCEPT

-A RH-Firewall-1-INPUT -m state --state RELATED,ESTABLISHED -j
ACCEPT

-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 22 -]
ACCEPT

-A RH-Firewall-1-INPUT -j REJECT --reject-with icmp-host-prohibited

COMMIT

# Completed on Mon Nov 8 11:00:07 2004

[root@bigboy tmp]#

7 Thiét 1ap nhirng Rule cho Fedora’s iptable:

Trong Fedora c6 chuong trinh goi lokkit, chuong trinh nay c6 thé thiét 1ap mot rule
firewall don gian, gitp tdng cwong bao mat. Chuong trinh lokkit luu nhiing rule
firewall trong file md&i “/etc/sysconfig/iptables”.

8 Tim lai Poan mi bi mit:

Poan ma iptables duoc luu trit trong file “/ete/sysconfig/iptables”. Ta c6 thé chinh
sta nhiing doan ma va tao lai nhitng thanh nhiing rule moi.

Vi du: xuat nhitng 1€nh trong iptables da luu trir ra file van ban voi tén firewall-
config:

[root@bigboy tmpl# iptables-save > firewall-config
[root@bigboy tmpl# cat firewall-config
# Generated by iptables-save v1.2.9 on Mon Nov 8 11:00:07 2004 *filter
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INPUT ACCEPT [0:0]
:FORWARD ACCEPT [0:0]
:OUTPUT ACCEPT [144:12748]
:RH-Firewall-1-INPUT - [0:0]
-A INPUT -j RH-Firewall-1-INPUT
-A FORWARD -j RH-Firewall-1-INPUT
-A RH-Firewall-1-INPUT -i lo -j ACCEPT
-A RH-Firewall-1-INPUT -p icmp -m icmp --icmp-type 255 -j ACCEPT
-A RH-Firewall-1-INPUT -p esp -j ACCEPT
-A RH-Firewall-1-INPUT -p ah -j ACCEPT
-A RH-Firewall-1-INPUT -m state --state RELATED,ESTABLISHED \
- ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 22 \
-j ACCEPT
-A RH-Firewall-1-INPUT -j REJECT --reject-with icmp-host-prohibited
COMMIT
# Completed on Mon Nov 8 11:00:07 2004
[root@bigboy tmp]#
Sau khi chinh stra file firewall-config, ta c6 thé tai n6 lai trong rule firewall véi
1énh:
[root@bigboy tmp]# iptables-restore < firewall-config
Ta c6 thé luu tam thoi:
[root@bigboy tmp]# service iptables save

9 Nhing modun Kernel can thiét :

Modun Kernel can thiét dé hoat dong mot vai chuong trinh cia tng dung iptables
Mot s6 modun: iptables_nat module, ip_conntrack_ftp module,
+ iptables_nat module cin cho mot s6 loai NAT.
+ ip_conntrack_ftp module can cho viéc thém vao giao thirc FTP.
+ ip_conntrack module giir trang thai lién két vé6i giao thirc TCP.
+ ip_nat_ftp module can duoc tai cho nhitng may chiit FTP sau mot firewall
NAT
*CHU Y: file /etc/sysconfig/iptables khong cap nhat nhitng md dun tai vé, vi vay
chiing ta phai thém vao nhiing trang thai d6 vao file /etc/rc.local va chay né tai cudi
mdi 1an boot lai.
Nhirng mau doan ma trong phan nay bao gém nhiing trang thai duoc luu trong
file /etc/re.local:
# File: /etc/rc.local
# Module to track the state of connections modprobe ip_conntrack
# Load the iptables active FTP module, requires ip_conntrack modprobe
# ip_conntrack_ftp
# Load iptables NAT module when required modprobe iptable_nat
# Module required for active an FTP server using NAT modprobe ip_nat_ftp

10 Nhirng doan ma iptables miu:

10.1_ Co ban vé hoat dong ciia hé thong bao vé:
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Hé Piéu Hanh Linux c6 co ché bao vé 1a cic thong sd kernel hé thng trong file hé
thdng /proc qua file /etc/sysctl.conf. Ding file /etc/systl.conf cho céc thong sb kernel
hd tro.

Day 1a mot cau hinh mau:

# File: /etc/sysctl.conf

# Disable routing triangulation. Respond to queries out

# the same interface, not another. Helps to maintain
state

# Also protects against IP spoofing
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net/ipv4/conf/all/log_martians = 1
# Disable redirects

# Turn on protection from Denial of Service (DOS) attacks

# Enable IP routing. Required if your firewall is
# protecting
# network, NAT included
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net/ipv4/ip_forward = 1
10.2_ Uu diém cia sy khéi tao iptables:

Ta c6 thé thém vao nhiéu cdi ung dung khdi tao cho doan ma, bao gém viéc kiém
tra duong truyén internet tir nhitng dia chi riéng RFC1918. Nhiéu hon nhirng khoi tao
phirc tapbao gom kiém tra 15i boi su tn cong sir dung c& TCP khong c6 gid tri.

Poan ma ciing str dung nhiéu “user-defined chain” dé tao doan ma ngén hon va
nhanh hon nhu nhitng chain c6 thé bi truy cap lap lai. Diéu nay loai b viéc can thiét
1dp lai nhitng trang théi tuong tu.

Poan ma firewall hoan tat :

f=f=t=t=t=t=td=t=d=t=f=t=f=t=t=f=d=t=d=d=t=d ===t =H=H=#

#

# Define networks: NOTE!! You may want to put these

# "EXTERNAL"

# definitions at the top of your script.

#

=t=f=t=f=t=f=l=t=l=d=lt=t=d=t=d=t=H=H=H=H=t=H=H=H=H=H=4#

EXTERNAL INT="ethO" # External Internet
interface

EXTERNAL_IP="97.158.253.25" # Internet Interface IP
address

# Verify valid source and destination addresses for all
packets

iptables -A INPUT -i S$EXTERNAL INT -3j valid-src
iptables -A FORWARD -i $EXTERNAL INT -3j valid-src
iptables -A OUTPUT -o $EXTERNAL_INT -3j wvalid-dst
iptables -A FORWARD -o $EXTERNAL_INT -3j wvalid-dst

ft=t=f=f=f=t=t=f=f=t=t=f=f=l=t=t=f=f=t=t=f=f=t=t=t=H=H=H

Source and Destination Address Sanity Checks
Drop packets from networks covered in RFC 1918
(private nets)

Drop packets from external interface IP

ST e

e e e et et et et S R S B S ot
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iptables -A valid-src -s $10.0.0.0/8 -j DROP
iptables -A valid-src -s $172.16.0.0/12 -3j DROP
iptables -A valid-src -s $192.168.0.0/16 -3 DROP

iptables -A valid-src -s $224.0.0.0/4 -j DROP
iptables -A valid-src -s $240.0.0.0/5 -j DROP
iptables -A valid-src -s $127.0.0.0/8 -j DROP
iptables -A valid-src -s 0.0.0.0/8 -j DROP

iptables -A wvalid-src -d 255.255.255.255 -3j DROP
iptables -A valid-src -s 169.254.0.0/16 -j DROP
iptables -A valid-src -s $EXTERNAL_ IP -3j DROP
iptables -A valid-dst -d $224.0.0.0/4 -j DROP

10.3_ Su cho phép may chii DNS truy cdp dén Firewall:

Firewall khong thé tao yéu ciu DNS queries dén Internet boi vi Internet dugc
yéu cdu cho ham co ban cia firewall, nhung boi vi Fedora Linux’s yum RPM sé&
gitip giit mdy chii cip nhat véi trang thdi bao vé méi nhat. Nhiing trang théi theo
sau s€ cap nhat khong chi cho firewall hoat dong nhu nhung DNS client nhung
cling cho nhitng firewall 1am viéc trong mdt bo dém hodc c6 vai trd nhu DNS
Server.

# Allow outbound DNS queries from the FW and the replies
too #

# — Interface ethO is the internet interface #

# Zone transfers use TCP and not UDP. Most home networks
# / websites using a single DNS server won't require TCP
# statements

iptables -A OUTPUT -p udp -o eth0 --dport 53 -sport \
1024:65535 —-j ACCEPT

iptables —-A INPUT -p udp -i eth0 —--sport 53 —-dport \
1024:65535 —-j ACCEPT

10.4 Cho phép WWW va SSH truy cap vao firewall:

Poan mi ngin nay 1a cho mot firewall va gap doi nhu mot web server dugc quan 1y
boi ngudi quan tri hé thong web server “web server system adminitrator” qua nhiing
16p v6 bao mat (SSH_secure shell). Nhitng géi quay lai da dugc du dinh trude cho
port 80 (WWW) va 22 (SSH) duoc phép. Vi vy tao nhitng budc dau tién dé thiét lap
lién két.. Nguoc lai, nhimng port trén (80 va 22) s& khong dugc thiét 1ap ché do bao mat
tai ngd ra cho nhitng géi chi duoc chuyén di khong quay vé cho tat ca lién két thiét 1ap
dugc phép.
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-# Allow previously established connections
# - Interface eth0O is the internet interface

iptables -A OUTPUT -o eth0 -m state —--state \
ESTABLISHED, RELATED -3j ACCEPT

# Allow port 80 (www) and 22 (SSH) connections to the
# firewall

iptables -A INPUT -p tcp -i eth0 —--dport 22 -sport \
1024:65535 —m state —-—-state NEW -3j ACCEPT

iptables -A INPUT -p tcp -i eth0 --dport 80 —--sport \
1024:65535 —m state —-—state NEW -3j ACCEPT

10.5_Cho phép Firewall truy cip internet:

_ Doan ma iptables nay c6 thé cho phép mot user tren firewall sur dung Web browser
dén giao ti€p Internet. Puong truyén giao thitc HTTP st dung TCP port 80, HTTPs
(HTTP secure) port 443

the

# Allow port 80 (www) and 443 (https) connections from

# firewall

iptables —-A OUTPUT -j ACCEPT -m state -state \
NEW, ESTABLISHED, RELATED -o eth0 -p tcp -m \
multiport --dport 80,443 -m multiport —--sport \
1024:65535

# Allow previously established connections
# — Interface eth0 is the internet interface

iptables -A INPUT -3j ACCEPT -m state —--state \
ESTABLISHED, RELATED -i ethO -p tcp

Neéu mudn tat ca dudng truyen tu firewall dugc chap nhan, sau d6 xo4:

-m multiport --dport 80,443 -m multiport —--sport \
1024:65535

10.6_ Cho phép mang é nha truy cap vao firewall:
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Vi du: ethl duoc lién két v6i mang & nha ding dia chi IP tir mang 192.168.1.0. Tét
ca duong truyén nay va firewall duoc gia sir 1a lién két duoc:

Nhirng rule duoc can cho lién két giao tiép dén Internet dé cho phép chi nhiing
cong dic trung, nhing loai lién két va ¢ thé diéu chinh nhitng server c6 truy cap dén
firewall va mang & nha.

—-# Allow all bidirectional traffic from your firewall to
#the

# protected network

# — Interface ethl is the private network interface

iptables -A INPUT -j ACCEPT -p all -s 192.168.1.0/24 -i
ethl iptables -A OUTPUT -3j ACCEPT -p all -d
192.168.1.0/24 -o ethl

10.7_Mat na (Masquerade_many to one NAT):

Puong truyén tir tAt ca thiét bi trén mot hodc nhiéu mang dugc bao vé sé& xuét hién
nhu 12 n6 bat dau tir dia chi IP don trén vi trf Internet cta firewall.

bia chi IP mat na (masquerade) luén luén mac dinh dén dija chi IP cua giao tiép
chinh cua firewall. Uu diém ciia dia chi IP mat na (masquerade) 1a ta khong phai chi ro
dia chi IP NAT. Piéu ndy tao cho viéc cdu hinh bang iptables NAT véi giao thirc
DHCP.

Ta c6 thé cau hinh nhiéu dén mot NAT cho mot tén IP bang cich sir dung
POSTROUTING va khong dung trang thdi MASQUERADE.

Viéc che day (Masquerading) phu thugc vao Hé Piéu Hanh Linux duoc ciu hinh
dé cap nhat dinh tuyén gitra internet va giao tiép mang riéng cua firewall. Diéu nay
dugc thyc hién boi IP enabling bang céch cho file /proc/sys/net/ipv4/ip_forward gi tri
1 nhu 1a d6i véi gid tri mac dinh 0

Mot masquerading dugc thiét 1ap su dung POSTROUTING chain cua bang nat
table, ta s& phai dinh dang iptables dé cho phép nhiéu géi di qua gitra 2 bé mit. Bé lam
duoc diéu nay, st dung FORWARD chain cua filter table. Nhiéu hon, nhiéu goi lién
quan nhing lién két NEW va ESTABLISHED s& dugc cho phép outbound dén
Internet, nhung chi nhimg goi li€n quan dén lién két ESTABLISHES s& dugc phép
inbound. Piéu nay s& gitp bao vé mang & nha tir bat cir mot ngudi nao cd gang két ndi
vo1 mang nha tir Internet.

# Load the NAT module

# Note: It is best to use the /etc/rc.local example in

# this

# chapter. This value will not be retained in the
# /etc/sysconfig/iptables file. Included only as a
# reminder.
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modprobe iptable_nat

Enable routing by modifying the ip_forward /proc
filesystem
file

this
chapter. This value will not be retained in the
/etc/sysconfig/iptables file. Included only as a

#
#
#
#
# Note: It is best to use the /etc/sysctl.conf example in
#
#
#
# reminder.

# Allow masquerading
# — Interface eth0 is the internet interface
# — Interface ethl is the private network interface

iptables -A POSTROUTING -t nat -o eth0O -s 192.168.1.0/24

\

-d 0/0 -j MASQUERADE
e
# Prior to masquerading, the packets are routed via the
# filter
# table's FORWARD chain.

# Allowed outbound: New, established and related
# connections
# Allowed inbound : Established and related connections

iptables —-A FORWARD -t filter -—-o eth0 -m state —-state \
NEW, ESTABLISHED, RELATED —-3j ACCEPT

iptables —-A FORWARD -t filter -i eth0O -m state —--state \
ESTABLISHED, RELATED -3j ACCEPT

10.8. Port forwarding theo loai NAT (giao thirc DHCP DSL):
Mot sb truong hop, nhiéu home user c6 thé nhan dia chi IP c6ng cong DHCP don

tor nhimg nha cung cap dich vu ISP. Néu mot Linux firewall ciing 12 giao tiép véi
Internet va ta muon dan mot trang Web trén mot trong nhirng home server dugc bao vé
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NAT, sau d6 ta phai s dung port forwarding. O day viéc két hop dia chi IP don cua
firewall, dia chi IP cua server, va port ngudn/dich cta duong truyén cé thé dugce st
dung bo sung duong truyén.

Port forwarding dugc diéu chinh boi PREROUTING chain ciia bang nat table.
Gidng nhu Masquerading, modun iptables_nat phai dugc tai va dinh tuyén phai

duogc hién thi cho port forwarding dé 1am viéc. Dinh tuyén ciing phai duoc phép trong
bang iptables véi FORWARD chain, diéu nay bao gdm tat c4 lién két NEW inbound
tir Internet lam phu hop port forwarding va tat ca goi lién két v6i két ndi
ESTABLISHED trong nhitng su diéu khién:

# Load the NAT module
# Note: It is best to use the /etc/rc.local example in
# this

# chapter. This value will not be retained in the
# /etc/sysconfig/iptables file. Included only as a
# reminder.

# Get the IP address of the Internet interface ethO

(linux

# only)

#

# You'll have to use a different expression to get the IP
# address

# for other operating systems which have a different
ifconfig

# output

# or enter the IP address manually in the PREROUTING

# Statement

("typed

#

# This is best when your firewall gets its IP address
using

# DHCP.

# The external IP address could just be hard coded

# in

# normally")

external_ int="ethO"
external_ip=""ifconfig $external_int | grep 'inet addr'

awk '{Print $2}' | sed -e 's/. *://l""
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of

Enable routing by modifying the ip_forward /proc
filesystem
File

this chapter. This value will not be retained in
the
/etc/sysconfig/iptables file. Included only as a

#
#
#
#
# Note: It is best to use the /etc/sysctl.conf example in
#
#
#
# reminder.

# Allow port forwarding for traffic destined to port 80

# the

# firewall's IP address to be forwarded to port 8080 on
# server

# 192.168.1.200
#
#
#

— Interface ethO is the internet interface
— Interface ethl is the private network interface

iptables -t nat -A PREROUTING -p tcp -i ethO -d \
Sexternal_ip --dport 80 —--sport 1024:65535 -3j DNAT -to \
192.168.1.200:8080

After DNAT, the packets are routed via the filter
table's

FORWARD chain.

Connections on port 80 to the target machine on the
private

network must be allowed.

iptables —-A FORWARD -p tcp -i eth0 -o ethl -d \
192.168.1.200 --dport 8080 —-sport 1024:65535 \
-m state —--state NEW -3j ACCEPT

iptables —-A FORWARD -t filter -o eth0 -m state —--state \
NEW, ESTABLISHED, RELATED -3j ACCEPT

iptables —-A FORWARD -t filter -i eth0O -m state —--state \
ESTABLISHED, RELATED -3j ACCEPT

10.9_ NAT tinh (SNAT):
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Vi du: tit ca duong truyén dén mot dia chi IP cong cong riéng biét, dugc chuyén
ddi dén mot server don trén Subnet duoc bao vé. Boi vig firewall c6 nhiéu hon mot dia
chi IP, ta khong thé thuc hién MASQUERADE; n6 s& bét budc khéi tao nhu dia chi IP
ctia giao tiép chinh va khong nhung bat ctr nhitng dia chi IP tring lap ma firewall c6
thé c6. Thay vi vay, su dung SNAT dé chi ro dja chi IP bi trung 1dp dugc su dung cho
viéc lién két ban dau boi nhiing server khac trong mang duoc bao vé.

Ghi chii: Mic di nhimg NAT cua bang nat table, tat ca duong truyén dén server
dich (192.168.1.100 dén 102), chi lién két voi port 80, 443 va 22 1a dugc phép thong
qua bdi FORWARD chain. Ta phai chi rd lya chon riéng biét —-m multiport khi ta can
1am cho thich hop nhitng cong khong tuan ty (multiple non-sequential) cho ca ngudn
va dich.

Trong vi du nay, firewall c6:
Str dung one to one NAT tao server 192.168.1.100 trén home network XUt
hién trén Internet nhu nhitng dia chi IP (97.158.253.26).
+ Tao mot many to one NAT cho dia chi IP 192.168.1.100 & home network, tat
ca nhiing server nhu nhiing dia chi IP (97.158.253.26). biéu nay khéc tir khoi tao.
Ta tao nhitng dia chi IP tring 1ip cho mdi nhém IP Internet cho one to one
NAT

# Load the NAT module

# Note: It is best to use the /etc/re.local example in this chapter. This value will
# not

# be retained in the /etc/sysconfig/iptables file. Included only as a reminder.

# Enable routing by modifying the ip_forward /proc filesystem file

# Note: It is best to use the /etc/sysctl.conf example in this chapter. This value
will

# not be retained in the /etc/sysconfig/iptables file. Included only as a
reminder.

echo 1 > /proc/sys/net/ipv4/ip_ forward

# NAT ALL traffic:

HHHHHHHHEHH

# REMEMBER to create aliases for all the internet IP addresses below
HHHHHHHHHHHH

#
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#TO: FROM: MAP TO SERVER:

#97.158.253.26 Anywhere 192.168.1.100(1:1 NAT-Inbound)
# Anywhere 2.168.1.100 97.158.253.26(1:1 NAT—Outbound)
# Anywhere 192.168.1.0/24 97.158.253.29(FW 1P)

#

# SNAT is used to NAT all other outbound connections initiated
# from the protected network to appear to come from

# IP address 97.158.253.29

#

# POSTROUTING:

# NATs source IP addresses. Frequently used to NAT connections
# from your home network to the Internet

#

# PREROUTING:

# NATs destination IP addresses. Frequently used to NAT

# connections from the Internet to your home network

#

# - Interface ethO is the internet interface

# - Interface ethl is the private network interface

# PREROUTING statements for 1:1 NAT
# (Connections originating from the Internet)

iptables -t nat —-A PREROUTING -d 97.158.253.26 —-i ethO \
—j DNAT --to-destination 192.168.1.100

# POSTROUTING statements for 1:1 NAT
# (Connections originating from the home network servers)

iptables -t nat -A POSTROUTING -s 192.168.1.100 -o ethO \
—j SNAT —--to-source 97.158.253.26

# POSTROUTING statements for Many:1 NAT
# (Connections originating from the entire home network)

iptables -t nat -A POSTROUTING -s 192.168.1.0/24 -j SNAT

-0 eth0 --to-source 97.158.253.29

# Allow forwarding to each of the servers configured for 1:1 NAT
# (For connections originating from the Internet. Notice how you use the
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# real
# IP addresses here)

iptables -A FORWARD -p tcp -i eth0O -o ethl -d \
192.168.1.100 -m multiport --dport 80,443,22 \
-m state —--state NEW -j ACCEPT

# Allow forwarding for all New and Established SNAT connections originating
# on the # home network AND already established DNAT connections

iptables —-A FORWARD -t filter -o eth0 -m state —--state \
NEW, ESTABLISHED, RELATED -3j ACCEPT

# Allow forwarding for all 1:1 NAT connections originating on the Internet that
have # already passed through the NEW forwarding statements above

iptables -A FORWARD -t filter -i eth0 -m state —--state \
ESTABLISHED, RELATED -3j ACCEPT

# Allow forwarding to each of the servers configured for 1:1 NAT

# (For connections originating from the Internet. Notice how you use the real
IP

# addresses here)

iptables -A FORWARD -p tcp -i eth0O -o ethl -d \
192.168.1.100 —m multiport —--dport 80,443,222 -m

\
state -—-state NEW -j ACCEPT

# Allow forwarding for all New and Established SNAT connections originating
# on the # home network AND already established DNAT connections

iptables —-A FORWARD -t filter -o eth0 -m state —--state \
NEW, ESTABLISHED, RELATED —-3j ACCEPT
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# Allow forwarding for all 1:1 NAT connections originating on the Internet that
# have # already passed through the NEW forwarding statements above

iptables -A FORWARD -t filter -i eth0 -m state —--state \
ESTABLISHED, RELATED -3j ACCEPT

10.10_ Sira 16i bang iptables:

Mot sb cong cu cho phép stra ’lcx)i doan ma firewall iptables. MOt trong nhitng
phuong phép tot nhat 1a loai bo tat ca nhitng géi bi khoa.

* Kiém tra the firewall log:
Ta theo doi nhiing g6i di qua firewall c6 trong danh séch bang iptables cua nhiing
rule su dung LOG target.
LOG target sé€:
+ Tam dung tat ca duong truyén dé chinh sira rule trong iptables trong noi né
duoc chira.
+ Tu dong viét vao file /var/log/messages va sau d6 thyc thi rule ké tiép
Dé tam dirng dudng truyén khong mong mudn, ta phai thém vao rule phit hop véi
mot DROP target sau LOG rule.
Tam dirng mdt nhém géi bi 18i vao file /var/log/messages.

# Log and drop all other packets to file /var/log/messages
# Without this we could be crawling around in the dark

iptables —-A OUTPUT -j LOG
iptables —-A INPUT -j LOG
iptables -A FORWARD -j LOG

iptables —-A OUTPUT -3j DROP

iptables —-A INPUT -3j DROP
iptables —-A FORWARD -3j DROP
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