BO NONG NGHIEP CONG HOA XA HQI CHU NGHIA VIET NAM

VA PHAT TRIEN NONG THON Péc lap - Tu do - Hanh phiic
TRUNG TAM CHUYEN DPOI SO
VA THONG KE NONG NGHIEP

S6:279 ICPS Ha Noi, ngay /8 thang 7 nam 2024
V/v 16 hong an toan théng tin anh huong
cao va nghiém trong trong cac san pham
Microsoft cong bé thang 07/2024

Kinh gui: Cac don vi truc thudc B

Ngay 12/07/2024, Trung tam Chuyén d6i s6 va Thong ké nong nghiép nhan
duogc vin ban s6 1310/CATTT-NCSC cua Cuc An toan théng tin — Bo Thong tin
va Truyén thong thong bao ngay 09/07/2024, hdng Microsoft da phat hanh danh
sach ban va thang 07 voi 139 16 hong an toan thong tin trong cac san pham cia
minh. Ban phat hanh thang nay dic biét dang chii ¥ vao céac 16 hong an toan théng
tin ¢6 mirc anh hudng cao va nghiém trong sau:

- 03 16 hong an toan thong tin CVE-2024-38074, CVE-2024-38076, CVE-
2024-38077 trong Windows Remote Desktop Licensing Service cho phép doi
tuong tan cong thuc thi ma tu xa.

- Lb hong an toan thong tin CVE-2024-38060 trong Windows Imaging
Component cho phép doi tuong tan cong thuc thi ma tur xa.

- 03 16 hong an toan thong tin CVE-2024-38023, CVE-2024-38024, CVE-
2024-38094 trong Microsoft SharePoint Server cho phép doi tugng tan cong thuc
thi ma tir xa.

- LS héng an toan thong tin CVE-2024-38021 trong Microsoft Office cho
phép doi tuong tan cong thuc thi ma tir xa.

- LS héng an toan thong tin CVE-2024-38080 ;rongNandows Hyper-V cho
phép do1 tuong tan cong thue hién leo thang dac quyén. L6 hong hién dang bi khai
thac trong thuc te.

- L5 hong an toan thong tin CVE-2024-38112 trong Windows MSHTML
Platform cho phép doi tugng tan cong thuc hién tan cong gia mao (spoofing). Lo
hong hién dang bi khai thac trong thuc te.

(Théng tin chi tiét cic 16 hong bdo mt c6 tai Phu luc kém theo)
Nhim dam bao an toan thong tin cho hé théng thong tin clia co quan, don
vi thudc BY, gop phan bao dam an toan cho khong gian mang cua Bo Nong nghiép
va PTNT, Trung tdm Chuyén doi so va Thong ké nong nghiép khuyen nghi Quy
don vi thuc hién mét s6 bién phap chinh nhu sau:



1. Kiém tra, ra soat, xac dinh may tinh sir dung hé diéu hanh Windows c6
khé nang bi &nh huong. Thuc hién cap nhat ban va kip thoi dé tranh nguy co bi
tan cOng (tham khdo théong tin tai Phu luc kém theo).

2. Tang cudng gidm sat va san sang phuong an xtr 1y khi phat hién c6
d4u hiéu bi khai thac, tn cong mang; dong thoi thudng xuyén theo ddi kénh canh
b4o clia cic co quan chirc ning va cac to chic 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tin cong mang.

3. Trong truong hop can thiét co thé lién hé dau mdi hd tro: Trung tam
Chuyén ddi s6 va Thong ké nong nghiép, dién thoai: 02437341635 (may 1é: 308),
Email: quantrimang@mard.gov.vn hoac Trung tdm Giam sat an toan khéng gian
mang qubc gia — Cuc An toan thong tin, dién thoai 02432091616, Email:
ncsc@ais.gov.vn.

Tran trong./.
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THONG TIN VE CAC LO HONG AN TOAN THONG TIN
TRONG SAN PHAM MICROSOFT

(Kém theo Cong vin sé

I 12024 ciia Trung tam Chuyén doi sé va Thong ké néng nghiép)

. Thong tin cAc 16 hong an toan thong tin

STT

CVE

Mo ta

Link tham khao

CVE-2024-38074
CVE-2024-38076
CVE-2024-38077

- biém CVSS: 9.8 (Nghiém
trong)

- Mo ta: LS hong trong
Windows Remote Desktop
Licensing Service cho phép d6i
tuong tin cong thyc thi ma tir
Xa.

- Anh huéng: Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38074

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38076

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38077

CVE-2024-38060

- Piém CVSS: 8.8 (Nghiém
trong)

- Mo ta: LO hong trong
Windows Imaging Component
cho phép dbi tuong tan cong
thuc thi ma tur xa.

- Anh huoéng: Windows 10,

Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38060

CVE-2024-38023
CVE-2024-38024
CVE-2024-38094

- biém CVSS: 7.2 (Nghiém
trong)

- M6 ta: L& hong trong
Microsoft SharePoint Server

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38023

https://msrc.microsoft.
com/update-




cho phép dbi tuong tan cong
thuc th1 ma tur xa.

- Anh huéng: Microsoft
SharePoint  Server 2019,
Microsoft SharePoint
Enterprise ~ Server 2016,

Microsoft SharePoint Server
Subscription Edition.

guide/vulnerability/C
VE-2024-38024

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38094

CVE-2024-38021

- Piém CVSS: 8.8 (Cao)

- Mo ta: LS hong trong
Microsoft Office cho phép d6i
tugng tin cong thyuc thi ma tir
Xa.

- Anh huéng: Microsoft Office
2016, 2019, Microsoft Office
LTSC 2021, Microsoft 365
Apps for Enterprise.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38021

CVE-2024-38080

- Piém CVSS: 7.8 (Cao)

- Mo ta: LO hong trong
Windows Hyper-V cho phép
ddi tuong tdn cong thuc hi¢n
leo thang dic quyén. L hong
hi¢én dang bi khai thac trong
thuc té.

- Anh huong: Windows 11,
Windows Server 2022.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38080

CVE-2024-38112

- biém CVSS: 7.5 (Cao)

- Mo ta: L& hong trong
Windows MSHTML Platform
cho phép dbi tuwong tin cong
thyc hién tan cong gid mao
(spoofing). L& hong hién dang
bi khai thac trong thuc té.

https://msrc.microsoft.
com/update-
guide/vulnerability/C
VE-2024-38112




- Anh huong: Windows 10,
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.

2. Huéng din khic phuc

Bién phap t6t nhat dé khic phuc 13 cap nhat ban va cho cac 16 hong an toan
théng tin noi trén theo hudng dan cia hing. Quy don vi tham khdo cac ban cap
nhat phu hop cho céc san pham dang sir dung tai link ngudn tham khéo tai muc 1
cua Phu luc.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2024/7/9/the-july-2024-security-

update-review
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